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1.1 AEEFER

T ERREGEFIZSNERAXEHZATFANE RNEBREZRFBESRMNAT. WREHAIZNER
X, EHFIESERIT R DN RSEREEATIIAAL,

1 BN EET T ERMIEEMENOEE TH, RAAXE, BNERTERNGZEMNILSED, &
XHEPNATAAFIERNFZER, BNITRETRENS; RETIERFLEPERE, &
SREME=AREFFRATHREHRAEIMAE=ER.

2 REFYERFALPEIFY, EFARM. ATHMANGEERE Y. BiF. EFREXEABTHHRI N
288, NMEUEAANTEZEITEENER,

3. BT F@BREAFAR. BEREMERE, AXEATEIREE, FIlERRETLBEIMBNNERT
FTHAXEHHNATHITENHINT, AEFINERRIEEPAHLMERGHNAFXE, BN S SEH
REAPNEMRATEAET TN ERMIGNTFIERBZNRE T, KENEHRIIA P XHE,

4. AXHERENAFPERTIERFTRARSZHNSEMIES], FIERUTRRRSZH ‘WK . “BiRE"
M “HaEnInee” RRSREMANE, FIERENERANEN EREXRSNHREBRNNRRIEFEE
31, BYYERFLAMAEANAXEATIERE. T8, AN, TRMSAMEEMARRHETR
BOMRIE, ARSI MRV RERIEE A RANATIRAER, SEFRRIMEEEER ] seE E R EIRIE
FHmMF. ERBEA AR PIARANTH, ERAREMAXEMLEETFAEERZFREN, T2
RARBEMERRE. EEABAT, FIERRHEMEZE. ERYE. Bt BAML. BK%
MR TIHENRE, SERFPERSREMAXXEMERNAERE, RERE (AMEFIERECHSH
ZEHRBI AT EEME ).

5. AXEPLTEIERME EFERS, BEERRTFR. ~m BAR. SR #Zill. #Z8 WX
1, WEEIZH, MRS, IBRFNERN/EBEXBKQSMKGEREEMIR=N, BFEERR
TR TR, ZEN BURES, FRFIERTBEXBRLAEBERE, ERNANSER
ERA. 1808, &Rl AFHERE. KT, BM. RITHAFEARTIERMIL, ~RIEFNEBEREE
APAE. L, REFIERFEPERE, ERAARSUEMNENERTNERER (BEER
RTFRMmAESHAES “THIER FTNERM/BEXKAT MM, EAREINERS
BIRSUEFEMABTRBM, BS. Bif F@RERSEM, Ha, BERAR. AS, RRSETER
REE =7 REBIR AT ERF/E KK A E] )

6. T ERFIERBRASAXEPHEANEIAN TN HNEETNHRE, REFINERBLELEIFA, FX
EHANEFEXTXELT RN E R HIFREFEFL

7. AXEPMBEXR T EIERRKRAOHNEERISER, XNRFEREBRN, NEENREBE, 8BRS
1TiEA,

8. MERMAIEFAEEMRIR, BEFINERBBEREKR, TIERFIESUEINASENEMAS
NEAFD R ERENEFAER, MEFTIIERBEMXS,
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RFEMNB T FIRIEESROLEINEE,

FHHEER —REUTELSESNIBSELNITLIE (H1ar) MRSESARBEESR, BltZ2IN6E
RFBEET MR BENMZOMNE. FFMABIEEZERED TR FARIEEL IR, BE
FHRBEENREARMRRERE, 1FAMER T LN BURENTEIIEE,

EFERIEEBREHARBRTUATAR:

- BIEEEER
- BHETIEID

13 BIRERENLIHT

EHFN., EELRK, BBEANMABLATMNEER, HIENETE2HTEHRBEE, FELEXTFHIEE
ms, BNt mB%OM BT,

B T BUEEFEIENE 2 XS, TUERABRBRUIEENSZ2EEN, JEELLENHIRNEELZEX,
B :
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[#] 1: Data Risks

- UBRHEEINE] . BIBERIRIIKA SRS IRIES], W TSI P AR BEER, TR
BEEE,

- ERIINZNG: BUIREAZIFHMEEBAEENZNSIEEE, M THIERIIEE, TX3F
BIREZEPinS RS ROEEEITINE,

- APREENG]: BIEEAIFNWAHITSIEMRREIR, W TEEREWAREIMEERN,

- TFAEINENG] : BUREARZIFWESKIEHTINS, W ARHNEERIEHITINE, RNZFHTEH
BUBEITINE,

- BBBIEFRIPAG]: R\ENZIENTEHBEIEHTESIRRIP, W A& LRSI EH®
1TRRBRALIE,
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- HIFEENG: BIEERZEENFEITIG, M FEFIHERIRMFEH I RELISR,

14 FHBIRBELZLINENA

ETRIREARNSERENE, FIHREEEL2ENANTENEITHFRIET ~RORESMMAT RN, F
SEIBEENLEINEEREE: S0, FRME SREE. FMHIE. RESERP. FHEES,

PEES
— s —{
Mk /2 E R
TLS IN#&EHR
— fewamm —{
EPER
I RINPR
RHSA R
" - pmEE
FHBEER SRR fa I
MEP £
BSIE
— mhmE —{
iz
S T f—
— miteE —— @itEs

2: LB ERHE s Security

140 jlE)E]
- FEBURES R 1P AR RIEG
SIZRAFR, FEEIZMAFFI ML p ZRE Y BUIRE T ERRT0B TR, WTF:
+ createuser ‘user’’ @ ‘%’ ;-RRVFFTE IPHIEFIRER;
« create user ‘user’’ @ ‘localhost’ X ARIFAME FIREF;
« create user ‘userl’ @ ‘172.16.40.% ;-FIFIBEMERME FInE =,

- TR B HE R ST K P/ R R
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- AP MR INEFfEEmysql.user F7;

- RFEAPEERE ‘AP R+ EBE EREIFRERE;

- PRAFEIREIEBERDTANKIERE (RGO RINZEE ).
- SZHEERDE (X)) , HBRIEENRDEIAENEERER,

- ZFNEE AP AEIRRA P RANR,

1.4.2

RN

. TLS INZR{ELE
- FHBIREITTERR (TiDB T ) RBIEZIFEAET TS hiXMINZERE, BEEFRSRS RIS

&4, FIMRILEEEHAOREL. B, ENETIEBHNSEINENEAE]MREBENG S
B

- TLCP
- XFHGE (GB/T38636-20208 R X ERALHEEMIHIN(TLCP)) WEEBEFHN, XBEEEEE.

- FB’E MySQLEFIR, B MysQL ZE IR BiESTioB TR TR ERE, FEBIBEESZFF 1.2, TS

1.3 fRAMIY, FERFERE 1s1.0, 511 (EA TS 1.0, TIS1.1 BEEARLL, FEINER);

- U BIEESREANSEGH B FHMEERE, SHGENNZEEEAHREBERAEM, UBLERE

BRIEBRIAEE VI ZFFEITUIR (FI30: Tikv REE#TIDB T mifle], WEZEMILABESAIEHEIEToB
T REYEfhiGRIE URIZTiKV ),

- IEREE

1.4.3

WFESEMAR, SHERIES, B, TRERET S,

MEREE

« THERANBR

EAMFIBEMNREBIZR A RIRE wysqL MNREIEMRIE, B T —ELANFUIREMNREIR
A, TUBBEERTAREDE mysqL BB EFIXPESERY, 1853 GRANT/REVOKE 1T PRAVIZ F/Uk O] i
e, #la0:

12 F xxx F P 3 B0 3 FE test BYISANPR
GRANT SELECT ON test.* TO ‘xxx’ @ ‘%’ ;
U [8] xxx FB 7 Xt 450478 FEE test B IS2AN PR :

REVOKE SELECT ON test.* FROM ‘xxx’ @ ‘%’ ;

- BESHXPR

FHEEREFRE MysqQL 8.0 REYBNZSINPRYFE, BNZSAXPRA TPR®! suPER IXPR, SEERXRLIREBMAIE
B9vsia), A0, RAGEIES AT AMERINSNRREIEZE— 1 REEMTT BACKUP FIRESTORE IRIFEIAFIKF.

- A viRE

FENHEEFERETAEMNIARIES (Role-Based Access Control ), HILHLS MysqL 8.0 B RBAC RAEZE
6
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o RBAC PJCASKIRSUEIRAN, RIPARELEIFAFINR, EEETMEHRLREREDRNRSE, %

IS, BF. R, JIRAIBBRLCIRIZS,

FIAIBIEERBT A MysQL RBAC RAEMIEE, AFPFIUEIEZAE. HiRAe. KRB TFHEE; 1
URBHREETFREMAR, RIETHRFERRARSE, FURIAEFHREaiR, hReRT
WERFN DA F T RIEERE, rFISEFNLIEENREE, FIU0: Fappread AERTHIERE
app_db HO1SEAN PR =

GRANT SELECT ON app_db.*TO ‘app_read’ @ ‘%’ ;
- IERER
FABEESHETIERENNERAR, RAZXMARN, FIRBEENAEBAFELIES, £AM

DERREEHE, AERAFPERNEIRES. Btk mysoL BRERMNAFRZBIRIESR, 5 mysal
BREMIEBENAFRAELR S,

144 TFfEINZE

- BRSINE
F# D0 % (Encryption at Rest) BITEFFESURET #HITHURINE, WTFEIEE, FSIMMZEIEEthIEEELGEM
% (TDE), ARSIIZINEEREFMEIIEFIFAN FURHITMZLIE, B wIusd BUEEN S M FNRR
IEA BBV RIBRSINZ GRVEIRE, EMEEREERESIENAARINGE, tBX/58iT 8 HMHE ErSXH
Kifa)X LR,
BASNZINEEEESIETKV B3RS MNEZERMTiFash 5382, BN FTiDB T g 28I X H T F3T
H#1TINZE = E,

. Tikv FRASINEE
TiKV Z3FERSINZ, BNTECTR #2320 N E A WHUBEN(F#1TEBINZE, ZEREFSINE, BFRIREM
—/MINZBER4EE, BENEZREA, BT BAIEIEAWS Key Management Service (KMS) $& fif F 22 £A(Master key), t1BTUAFE
ERFZRUBRN AT MEENX ST, HEEEA ks ZEF 55,

Tikv ZFF BN (Rotate) A FINZBSLAREE I, ERANFIUBAFRFHER, BHiE, #
AINZFNINZFRSLE (BIME ERIEUE ), MAINEEMNEEHPRIEIE,

+ TiFlash FRSIN%E
TiFlash S FSEHSINEE, BIEZEIAMA TiFlash &EAY, TiFlash ( B3E TiFlash Proxy ) EARIFMBE X4, EHEEIEX
. schema X, GBI, HWHEHRIMEZRIAMNE, TiFash IHRIMNBEL, NBREEHEMEE
maEXFI 5Tk —H,

- TiDB T SUE B IGE X 4 IN%E
HECSEIN oom-use-tmp-storage 7 true BY, UNSREAZZ sqL iBRIAY A 12{E A #B i mem-quota-query BIBRHI, X
LEFRIERITRPRERSRENGR XFEERT, EIEINITTRZERFENRR, WFiX
FEENIENXXMYG, ZFHAFPABMZEINGE, UL EE BT 1REEE AR50 51,

- Bhn=

Backup & Restore (BR) 32 353 & 17 2l s3 BY B #1753 BRB Um M= (SSE). BR S3 ARSBUmMNZE th 235 {EFR A F
B 1T eI MAwS kvs R TINEE,

145 HERBEURERP
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FeBIREEREIFANETERN, RFIEREERBNBUE (FIMAFRIE) FTENHXR, EMliER

E7HEIMPE, FLETOB . Tikv, TifFlash, PD FHGEZRMET —NEEMARX, AXITHE, SREATHE
BRNAFRIEE.

146 EHITEE

FHEBIEERG sQL FWiTIhEE, HWRESMEFIUMER, HETEL. THAREE sQL BBLAINEE, KA
a2,

FHEE S RIS EEE:

E Ll i il
CONNECTION IERATESEBAXMIRGE, SEEF. Bingk WhEk BiRERk TERFE

CONNECT IERERTRERIIEFIRE CONNECTION
DISCONNECT 10 RMTFF I FERIRIE CONNECTION
CHANGE_USER IERLEAFRRE CONNECTION
QUERY 1ERFIBEHIT sQLIBRIRIRIE, BIERMENHRIENEBFERMIRE -
TRANSACTION ICRFTESESMEXMIES, LEUl BEGIN, COMMIT, ROLLBACK & QUERY
EXECUTE IERATEHIT EXECUTE IBRIMIRIE QUERY
QUERY_DML 1CRFIE DML iBAIAVIRYE, B14E INSERT, REPLACE, UPDATE. DELETE F01 LOAD DATA QUERY
INSERT 1E3RFTAE INSERT 1B RIRIIRIE QUERY_DML
REPLACE 1B REPLACE iBRIRYIRIE QUERY_DML
UPDATE 1R UPDATE 1BAIAIRIE QUERY_DML
DELETE 1CF & DELETE 1B AIMYIRIE QUERY_DML
LOAD DATA iR Ff 7 LOAD DATA 1B AJHYIR{E QUERY_DML
SELECT 1B RFF A SELECT 1B RINIIRIE QUERY
QUERY_DDL 1C3%FT & poL iBAIAIRIE QUERY
AUDIT IERATEFYSIBESITHHEXZEBANIEE, ERRAATEMNRKIERA -
AUDIT_SET_SYS_VAR IERABIRETINHIEEFTHSHEXRATEEANNRIE AUDIT
AUDIT_FUNC_CALL IERATE AR TR E =1+ B SHE KRR BEVRE AuDIT

AUDIT_ENABLE

AUDIT_DISABLE

IERFAIEA BT SIREST B SIRE
1CRATB XA TR EH T B SRR

AUDIT_SET_SYS_VA

AUDIT_SET_SYS_VA

1.5 MEALRTREAEIE
151 REHEK
- TR IS E BRIR (= RAVFTAR A5 3R 145
c RAAERBEEEREN, AEFBITREREHE;

- ERMRAFEERNRENE, FHIRBEEERERAMERTR, FBNAFPRRARELEFTER
$0

152 ImEEE

RIEARZMENR, FlBEEFERHTREKERE, MORPEETRRDESR.
TRl f57 B R R XM IE RN T 2B, BREINBIEETRBORIFRE, 1§24+
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